Abstract. The increasing inclusion of location and other contextual information in social media applications requires users to be more aware of what their location disclosures reveal. As such, it is important to consider whether existing access-control mechanisms for managing location sharing meet the needs of today's users. We report on a questionnaire (N = 103) in which respondents were asked to specify location access control rules using free-form everyday language. Respondents also rated and ranked the importance of a variety of contextual factors that could influence their decisions for allowing or disallowing access to their location. Our findings validate some prior results (e.g., the recipient was the most highly rated and ranked factor and appeared most often in free-form rules) while challenging others (e.g., time-based constraints were deemed relatively less important, despite being features of multiple location-sharing services). We also identified several themes in the free-form rules (e.g., special rules for emergency situations). Our findings can inform the design of tools to empower end users to articulate and capture their access-control preferences more effectively.
Introduction
The popularity of online social networks has resulted in an unprecedented amount of sharing of personal information. Furthermore, the extensive use of mobile devices enables and encourages broadcasting contextual information wherever one happens to be. For instance, location-sharing systems, such as Facebook Places, Google+, and Foursquare, allow users to share their current location with friends. Recent technologies like Cenceme [10] can determine the current activity (e.g., "running" or "dancing") from a smartphone's onboard sensors. With the growing availability of ways to share personal contextual information, personal privacy management has become increasingly important and also more difficult.
Several studies have examined location-sharing preferences of end users. However, most prior work has focused on user specification of simple rules for controlling location disclosure. For example, many location-sharing systems-including commercial systems mentioned above as well as those in the research literature [4, 10, 13, 17, 18] allow users to set up access-control rules based only upon who is accessing their location, or when this information is being accessed. Given the increasing adoption of location sharing, whether these types of simple rules are sufficient for capturing the access-control preferences of today's social media users is an open question.
Toward this end, we set out to understand (i) which contextual factors are deemed important by users when developing rules for controlling access to their location, and (ii) how users express access-control rules in everyday language. Understanding the importance of various contextual factors in location-sharing decisions can help guide the design (in terms of both features and user interface) of frameworks for authoring structured personal policies for location sharing. Further, understanding how users express location access-control rules using everyday language can provide insight into how tools for rule specification should be realized: e.g., imprecise free-form rules support the case for designing more structured editors to capture user intent, while high precision statements motivate natural language (i.e., 'Siri-like') interfaces.
We report on an online questionnaire conducted to explore these issues. The questionnaire asked respondents about preferences for access to their location. In particular, respondents rated and ranked the importance of a variety of contextual factors (such as the recipient of location information, the time of day, and the disclosure specificity) in making location-sharing decisions. We also collected free-form natural-language statements in which respondents described how they wish to manage access to location. Some interesting findings from our data include the following:
-The recipient of the location information was the most highly rated and ranked factor. This finding echoes prior research. However, the time and the day of location disclosure exhibited the lowest ratings and rankings, which was unexpected. -Respondents found it difficult to express complex or even complete location-sharing rules in everyday language. Further, the factors mentioned in these statements often did not reflect the relationships observed in numeric ratings and rankings of the same factors. -Participants did not seem to consider social nuance and technical limitations of their policy statements, such as the social implications of denying access to someone or the inability to revoke location disclosures that had already taken place. -The rules included several recurring themes and factors. For example, many respondents desired means to facilitate location access during emergency situations and to exercise manual controls, such as the ability to apply temporary blocks on location tracking.
These findings can inform how location-sharing systems could be made more privacysensitive. For instance, in addition to recipient-based access control, location-sharing systems often offer settings based on temporal considerations. Therefore, it is notable that time and day were rated and ranked lower than other contextual factors. This result suggests that the usability of privacy controls in current location-sharing systems might not be well aligned with user preferences; systems rarely provide the ability to specify privacy preferences for other factors indicated as being important, e.g., frequency of access or one's current location. Also, the low expressivity of the free-form access control statements suggests several potential interpretations and implications. It might be the case that people are generally not able to articulate their privacy preferences. If so, designers can aid the creation of policy statements using structured rule specification interfaces. On the other hand, users may not be adequately motivated to specify details.
Prior work on access control in location-sharing applications falls into two broad categories: factors influencing sharing and idioms for privacy-policy expression. We briefly survey key prior work and indicate differences with our study.
Factors influencing sharing: Lederer et al. [8] conducted a study to determine the relative importance of two factors: the recipient of location information and the user's current situation. They found that the recipient had a larger influence on privacy preferences. Consolvo et al. [4] conducted an experience-sampling study in which 16 participants responded to simulated location requests. They found that location disclosure was influenced by the recipient of location information, the reason for the request, and the level of detail revealed. Tsai et al. [18] discuss field deployment of Locyoution, a location-sharing application integrated with Facebook. They discovered that user comfort with sharing increased when given feedback regarding who accessed their location. However, Locyoution users were limited to time-based location-disclosure rules. Toch et al. [16] engaged in a four-week field study of the Locaccino system using a statistical approach to examine the relationship between locations and corresponding privacy preferences. Their data showed that users tended to feel more comfortable sharing in public places visited by many people. Wagner et al. [19] further carried out a 16-participant study in which subjects drawn from a university population were trained in the use of the Locaccino system and questioned about sharing preferences. They found that highly-granular location information was shared only when there was a perceived need and that subjects preferred not to broadcast location. Benisch et al. [1] collected location data from the phones of 27 people for 3 weeks. They observed that participants were more comfortable with location-and time-based policies to share with friends, family, or advertisers. A recent study by Schlegel et al. [15] found that individual perceptions of privacy loss varied greatly according to who was accessing the individual's location and how often this location was accessed.
Idioms for policy expression: Brodie et al. [3] examined the utility of natural-language policy authoring in the SPARCLE policy workbench. Employees from various organizations were tasked with crafting organizational policies, which were converted to XACML using shallow parsing. This work demonstrated the viability and utility of allowing people to specify certain types of policies using free text. Sadeh et al. [14] studied privacy concerns in the context of PeopleFinder, a location-sharing system for laptops and mobile devices. Lab experiments and field studies showed that PeopleFinder users were often dissatisfied with the location disclosures that their rules permitted, even after revising initial rules. Users were, however, consistent in their (dis)satisfaction feedback regarding location disclosures; the authors propose using this feedback to bootstrap machine learning techniques to generate and refine disclosure rules. Kapadia et al. [5] studied the use of usable metaphors such as virtual walls to control access to contextual data and showed that such metaphors were easy to understand and use. Their work, however, did not address user policies for using such metaphors.
Our work differs from previous work in a number of important ways. Most prior location-sharing studies relied on sampling a couple dozen participants from university populations (largely students). On the other hand, we recruited over one hundred adults spanning a wide age range and geographical area. Furthermore, previous studies typi- cally focused on a small set of location-sharing factors sufficient for 'write-once' static disclosure rules. Our study analyzes the absolute and relative importance of a superset of these and other factors. We also performed a detailed analysis of the characteristics of over 200 rules written in free-form everyday language.
Method
We used an online questionnaire to investigate the research questions outlined above. Figure 1 shows the flow of the various parts of the questionnaire. The questionnaire asked respondents to write free-form statements describing rules for allowing (or disallowing) access to information about their location via a location-sharing service. We provided four sample free-form rules as illustrative examples. To avoid priming respondents with respect to location-access rules, the example rules dealt with controlling access to an electronic health record (e.g., "Allow a nurse to view my EHR only when I am present in front of her and limit access to the record to the duration of my clinic visit."). Respondents were asked to specify such rules for location sharing. We did not limit the number of rules a respondent could specify. Collectively, these rules formed the respondent's privacy policy for a location-sharing service.
Questionnaire Structure
After specifying these rules, respondents were asked to rate, on a scale of 1 (Not at all important) to 5 (Very important), the importance of the following factors in determining whether to grant access to location information: (1) who will receive the location information, (2) the reason for the access, (3) the time of the day, (4) the day of the week, (5) the user's present location, (6) the specificity with which location is revealed, and (7) the number of accesses within a given period. The factors were presented in random order. We selected these factors because prior studies identified them as important for location-sharing decisions (see Section 2). We were also interested in how these factors are ordered relative to one another. Therefore, we next asked the respondents to rank the factors in the order of perceived importance for controlling access to location information.
In order to examine how various individual characteristics of respondents affected location-sharing preferences, the questionnaire also included assessments of the following measures: (1) Online privacy concern, which was measured using Internet Users' Information Privacy Scale (IUIPC) [9] , and (2) Interpersonal privacy concern, which was measured using a scale from prior studies [7, 12] . In addition, the respondents were asked about their experience using the Internet and smartphones. The questionnaire concluded by collecting demographic information.
Respondents
The questionnaire was advertised to a subject pool maintained by a university in Pittsburgh, 3 as well as in the Et Cetera Jobs category of the widely-used advertisement site Craigslist. To ensure broad geographical reach across the U.S., we advertised using the Craigslist sites for the cities of Los Angeles, Chicago, Atlanta, and Boston. As compensation, respondents were entered in a drawing for one of five rewards of $15.
Since privacy is culture-dependent, we chose a culturally-homogeneous sample by limiting participation to those who had lived in the U.S. for at least 5 years. 4 Prior research suggests that privacy attitudes and practices of undergraduate students are often different from those of older adults [11] . Therefore, we ensured that no more than 35% of respondents were in the 18-22 age group (i.e., the typical age range of undergraduates). An initial screening questionnaire was used to enforce these criteria.
As a check for detecting whether respondents completed the questionnaire attentively, we included eight 'verification' questions interspersed inconspicuously among other questions. These required the respondents to perform basic mathematical operations (e.g.,"What is 2 + 7?") or follow simple instructions (e.g., "Select option five."). We eliminated from consideration the responses of 31 respondents who did not answer all eight verification questions correctly. We also set browser cookies to reduce the likelihood of multiple submissions from the same respondent.
We received 103 valid questionnaire responses with 21 of these (20.4%) from respondents in the 18-22 range. In the sample 41 (40%) of the respondents were males and 60 (58%) were females. 5 The sample captures a broad age range; the ages of the respondents ranged from 18 through 61 years (median: 28, mean: 32, standard deviation: 12). The respondents were well-educated; 92% (N = 94) reported having attended college with 61% (N = 62) holding Bachelor's degrees or higher. The respondents also indicated being familiar with technology; 92% (N = 95) reported using the Internet for more than 7 years and 68% (N = 70) owned smartphones.
Coding of Free-form Access Rules
The free-form statements written by respondents were coded to mark whether or not the text was a rule for controlling access to the respondent's location. The first three authors acted as three independent coders. The coders also marked whether any of the seven factors that the participants rated and ranked were present in the rules. Further, during the first coding pass, the coders individually identified common themes among the rules. These themes were labeled and agreed upon, and a second independent coding pass was made to mark whether any of these were present in each of the specified rules. The intercoder agreement was high (approximately 82%). All coding differences were collectively resolved until full intercoder agreement was reached. During this process the coders identified 5 respondents who seemed to have misunderstood the instructions (e.g., they wrote rules regarding health records instead of location). The responses of these individuals were removed from the set of valid responses. In the next section we describe the findings from the analysis of valid responses.
Findings
We analyzed our coding of the rules the respondents wrote and examined the numeric rating and rankings the respondents attached to the contextual factors we provided.
Analysis of Free-form Rules
In total the respondents wrote 321 free-form statements. Of these, 234 (73%) were judged as valid rules that could be used for managing access to location information. Notably, 15 (14.6%) respondents did not write a single valid rule (this includes 2 respondents who did not write any rules at all). On the other hand, all of the statements written by 63 (61.2%) were marked as valid rules. However, the number of rules written by most respondents was very small. Of the 88 respondents who wrote at least one valid rule, almost 80% wrote no more than three, with 32 (36.4%) writing one, 22 (25%) two, and 16 (18.2%) three, respectively. The average number of valid rules among the 88 respondents was 2.66/respondent, with a relatively large standard deviation of 2.12.
In addition, the coders identified a few common themes in the 234 valid rules beyond the seven factors we provided (see Section 3). These were:
-Emergencies: 26 (11.1%) rules specified permissions for emergency situations. -Manual control: 24 (10.3%) rules reflected a desire for manual control over location sharing. Two types of manual controls were noted: deciding how to handle each access for location as it came in (17/234 = 7.3%), and deciding to share location only when explicitly 'checking in' (7/234 = 3%). -Do not track: 37 (15.8%) rules reflected a desire not to have one's locations known or tracked at all. These were further split roughly equally into rules for complete and permanent disabling of location tracking under all circumstances (20/234 = 8.5%) and those for going 'offline' temporarily when desired (17/234 = 7.3%). -Current activity: 15 (6.4%) rules pertained to the activity (e.g., shopping, partying, etc.) the person was engaged in when their location was accessed.
We also noted that two types of recipients-family/friends and the governmentwere mentioned frequently in the rules, but in contrasting ways. Rules were created to allow access to family/friends and to deny access to the government. Many respondents did, however, grant location access to the police during emergencies. Table 1 provides descriptive statistics for the ratings and rankings of the seven contextual factors we provided. The table presents the factors ranked by their mean ranking score. It can be readily observed that most of the factors were rated as highly important when making decisions about location sharing, with modes of 6 out of the 7 factors being 5 (the highest value of importance). However, examining the frequency distributions of the ratings (see Fig. 2 ) suggests that the ratings did vary. This is also reflected in the differences in the rating means. Pearson's Chi-square test confirmed that the differences were statistically significant (χ 2 = 158, df = 24, p < 0.001). An exploratory statistical factor analysis suggested a four-factor solution with the following components: (1) recipient and reason for accessing location (purpose), (2) one's current location at the time of location access and the specificity with which location is revealed (location), (3) time of the day and day of the week (time), and (4) the frequency of location accesses (frequency). With the exception of the two temporal ratings (i.e., time and day), the ratings also showed a small positive correlation with the level of Internet privacy concern measured by the IUIPC score. The correlation coefficients for the individual ratings ranged between 0.2 to 0.33 and were statistically significant at the 0.05 level or better. In contrast, only the temporal ratings were correlated with interpersonal privacy ratings for non-professional relationships (i.e., significant other, ex, family, and friends). The correlations coefficients ranged between 0.19 to 0.3 and were statistically significant at the 0.05 level.
Ratings and Rankings of Contextual Factors
The rankings in Table 1 shed more light on the relative importance of these factors. The differences in ranking were statistically significant (χ 2 = 395, df = 36, p < 0.001). It can be seen that the recipient of location information and where one is when location is accessed ranked at the top. Moreover, temporal aspects (such as specific times or days) ranked the lowest. The ranking of the factors mostly matched the rank order of mean ratings with one notable exception: the reason behind location access was ranked lower at 5 compared to its rank order at 2 in terms of rated importance.
As mentioned in Section 3, we also coded whether each of these factors was mentioned in the rules written by the respondents. It is seen in Table 1 (45/234 = 19.2%) included specific reasons for location accesses. However, the rest of the factors were mentioned in only a handful of rules, despite being rated and/or ranked high in importance in terms of making location-sharing decisions. The ratings and rankings did not exhibit any notable impact of smart phone and Internet use, or other demographic factors such as age, income, and education. However, we found that, compared to males, females assigned slightly more importance to the location recipient (p < 0.05) and specificity of disclosure (p < 0.01).
Discussion and Implications
Free-form rule specification: Our findings indicate that people find it challenging to articulate rules describing how access to their location should be controlled. A small but notable group of respondents (14.6%) was not able to do it at all, while most others could only specify one or two rules. As a result, it is likely that the set of rules of a respondent (i.e., the individual's privacy policy for location access) underspecified his or her location-sharing preferences. In other words, most of the contextual factors that were rated and ranked highly by respondents for making decisions regarding location sharing were not captured in their rules. Consider, for instance, the "frequency of location access," which, despite being ranked higher than the "reason for the location access," was only mentioned in 2 rules out of the 234.
We suspect that the difficulties of articulation could be attributed to one or more of the following reasons:
-Difficulty of 'recall': It is conceivable that the respondents could not think of all requisite rules in one go. This is reflected in the small number of rules specified by most respondents. -Inability or unwillingness to articulate: Respondents may not have been able to articulate their preferences in the form of a rule and/or may have been unwilling to do so due to the burden imposed by the specification effort. This is also suggested by the respondents choosing not to revise or add to their initially specified rules even though we offered them the opportunity to do so. Only 5 of the 103 respondents revised their earlier rules or specified new rules. -Lack of incentive: It is possible that the respondents lacked sufficient incentive to specify rules because their location information was not at risk during the study or because the compensation offered for study participation was insufficient motivation for putting in the effort.
These considerations point to several possibilities for design explorations to enhance privacy management in location-sharing systems to mitigate the impact of these issues. Users could be provided with lightweight and quick ways to add and revise rules in situ at the time of incoming location accesses. The rule set then grows into a comprehensive location privacy policy over time instead of requiring the user to think of every necessary rule at the outset. Moreover, it allows the policy to adapt to situations that the user may not initially have thought of.
The effectiveness of rule specification could also be elevated by an interface that presents important contextual factors for controlling access to location information along with various ways of combining these factors. Such interfaces are typically utilized by email programs for end-user specification of filters for incoming email. Using similar techniques for access-control rules could provide greater flexibility and control than is offered by the typical privacy options in current systems. This may also mitigate the burden of articulation imposed by free-form specification. Templates of important rules can also be included not just to handle commonly expressed desires (e.g., dealing with emergencies) but also to serve as useful initial examples. These rules could be chosen by conducting studies in which users rate and rank various given rules.
Caller ID or Recipient privacy: The dominant importance of the recipient of location information (see Table 1 ) suggests that it might be useful to provide an incoming 'location call' feature with caller ID. Revealing location in response to a call could then be automated based on pre-specified rules or handled manually by choosing to accept or deny the call. This does, however, present a privacy dilemma: identifying the recipient matches the desires and expectations of those whose location is being accessed (and is aligned with the principle of reciprocity), but hinders the ability of the recipient to anonymously or covertly consume location information. 6 More studies of actual user practices in real-world location-sharing services could shed light on the impacts of enabling or disabling privacy for the recipient.
Temporal factors: The low relative importance attached to temporal factors is somewhat surprising, as prior research noted the importance of temporal boundaries [13] , albeit in a professional context. However, the correlation of temporal factors with desires for privacy from non-professional relations suggests that temporal considerations could be of particular use to those who wish to maintain somewhat distinct personal and professional lives. Traditionally these two spheres have often been temporally separated.
Social, technical, and societal considerations: It is noteworthy that many of the rules seemed to ignore considerations of social nuance (e.g., the connotations of the recipients knowing that they were denied access) as well as technical details (e.g., the possibility of the service provider's records being exposed to hacking or leaks). The rules also expressed desires that may not be easily implementable in purely technical ways. For instance, many respondents expressed a desire to share location during emergency situations. Yet, it is not straightforward to determine what exactly constitutes an emergency or to detect such situations automatically. Similarly, preventing access by the government is necessarily intertwined with legal and public-policy considerations. These types of rules likely require socio-technical solutions.
Limitations and Future Work
It should be noted we sampled only the US population. Since privacy attitudes and considerations vary across cultures, generalizability of these findings to other populations requires empirical verification. Although our sample is diverse in terms of age and geographical reach across the US, it still cannot be considered a representative sample of the US, especially since we recruited participants from two specific sources. The sample is also affected by self-selection bias. Further, the sample size of 103 was too small for adequately analyzing the impact of various demographic factors. Collecting data from additional respondents is necessary to investigate these issues.
In terms of methodology, this is an attitudinal study; self-reported preferences regarding privacy do not always match actual user practice [2] . Moreover, semi-structured interviews might have provided richer details regarding access-control rules than freeform text entries. However, it should be noted that our technique was closer to the specification constraints that users encounter in real-world system implementations.
We are pursuing further research to overcome some of these limitations and to shed more light on user preferences and practices in the new landscape of location sharing. We are currently working on gathering additional data in order to strengthen these findings and conduct more statistical analyses. We also plan to apply the insights to the design of a structured access-rule editor. It would be interesting to study whether rules created using such a tool capture more of the factors deemed important for managing location access. We further hope to expand our exploration to other cultures.
Conclusion
We reported the results of an online questionnaire (N = 103) that sought to investigate factors influencing people's preferences for location sharing. Location sharing has only recently started gaining mainstream adoption due to the increasing use of smartphones.
Prior work on location sharing, however, has mostly been conducted during the infancy of location-sharing systems. Further, several of the previous user studies were limited in size or scope. In contrast, we reported on a study of a sample of adults in a wide age range (18-61 years) from across the US. We investigated privacy preferences expressed using system-independent, natural language rules. While we confirmed some of the previous findings, we also uncovered new and interesting results that could inform privacy management features of location-sharing systems in today's landscape. For example, we noted that the frequency of accesses is an important factor typically not taken into account by current systems. We also found temporal factors (such as the time of day) to be relatively less important in general, but preferred by those more sensitive to privacy from non-professional social relations. Many contextual factors rated and ranked high in importance consistently failed to show up in free-form access rules. This points to limitations of end-user free-form expression for articulating how access to location information ought to be controlled. The free-form statements did, however, reveal notable insights for managing access to location information. These include special treatment for emergencies, manual control over location disclosure, and turning off location tracking (temporarily or permanently).
